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1. Introduction

Thisdocumentliststhe changesnadeto the MedicalUseof MarijuanaOnlineSystenwith the release
of Version5.0. Themain changein this releaseis the migrationof the systemfrom the ExecutiveOffice
of Healthand HumanServiceEOHHSYirtual Gatewa (VG)to a CannabigontrolCommissiorprivate
cloudenvironmenthostedon AmazonWeb ServicegAWS)GovCloudWith respectto this migration,a
new customsecuritymodule hasbeencreatedto replacethe + D @Quihenticationandldentity
ManagementSolutian (AIMS).

In additionthesesecuritychangeghe systemnow alsosupportsPhysiciarAssistantegistrationas
medicalproviders.

Thisdocumentwaspreparedfor reviewby the CannabigControlCommissiocommunicationgeamand
listsall of the securitychangesfor eachof the stakeholdersaandincludesinstructionsfor account
creation,accountclaiming passwordchange andforgot username/password.

2. Changeso the PatientPortal

2.1.LoginPage

Thefirst pagethat the patient or caregivewill ssewhenthey accesghe systemisthe Loginpage.Here,
they canloginwith their usernameandpasswordo accesshe system.Thereare alsolinksfor the user
to createa new account,claiman existingaccountthat waslinkedto the VG, recovertheir username
andresettheir password.

Cannabis Control Commission
y/ Medical Use of Marijuana Online System

Login
Instructions:

Use this page to login to the Medical Use of Marijuana Online System. If you don't have an account, click on the "Create Account’ button to create one. If you had an account on the Massachusetts Virtual Gateway, you will need to verify your identity and claim your
account by clicking on the “Claim Account” button.




2.2. Claimingan ExistingAccount

Previouslypatientsandcaregiverseededto loginto the Massachusett¥irtual Gatewayin orderto
accesghe MMJ SystemTheseuserswill be ableto claimtheir existingaccountswhichwere linkedto
the VGand createa new passwordfor their accountby clickingthe @ / £ I ® @2 lizi(cin the login
page.Theywill be promptedto entertheir registrationnumber,lastname,date of birth, last four digits
of their socialsecuritynumber. Theywill alsoneedto passa captchalf the useris a patient, they may
alsoenter their pin insteadof their registrationnumber.

Cannabis Control Commission
y/ Medical Use of Marijuana Online System

Claim Account

Instructions:
Please fillin the fields below to verify your identity in order to claim your Medical Use of Marjjuana Online System account (p with the Virtual Gateway). If you are a patient, you may enter your pin or your registration number in
the fleld below. If you are a caregiver, you must enter your registration number. Please enter your last name and registration number exactly as they appear in your registration card. Al fields marked with an asterisk (*) are required.

User Information
Patient PIN or Registration Number: * @

Last Name: *
Date of Birth (mmiddlyyyy):

Social Security Number (Last 4 Digits): *

Fo ]

12CAPTCHA
Prvacy-Tems.

I'm not a robot

If this information matcheswith a patient or caregiverin the system theywill be sentanemailto their
registeredemailaddresswith alink to claimtheir account.

Claim your Massachusetts Medical Use Of Marijuana Online Account

To: admin@jdsoft.com

Date: Friday, October 25, 2019

Your information has been maiched to a record in the Medical Use of Marijuana Online System. Your username is provided below.

username: vgp11000030

To claim your account, click on the link below (this link will expire in 30 minutes). If you have trouble clicking the link, you may also copy and paste it into your browser.
http:/localhost:8080/mmj-patient/user/accountFound?token=630eb745-f468-485d-beb8-c10f93ef6aca

If you have any questions about the Medical Use of Marijuana Program, please visit www.mass.gov/medicalmariuana or call (833) 869-6820.

Sincerely,

The Medical Use of Marijuana Program
Massachusetts Cannabis Control Commission




Thelink will containatime sensitivetoken (30 minutes).Oncethe userclickson the link they
will goto a pagewherethey will be promptedto enter a passwordor their account.

Cannabis Control Commission
y/ Medical Use of Marijuana Online System

Create New Password

Instructions:
Use this page to create a password and finish claiming your Medical Use of Marijuana Online account with the username vgp11000000.
New Password

New Password: *

Confirm New Password: *

The password must meet the following requirements:

= Must be at least 12 characters long.

= Contain at least one upper case character.
= Contain at least one lower case character.
= Contain at least one number.

= Contain at least one special character.

Create Password

If auserdoesnot clickthe link and createa passwordwithin the tokentimeout periodthey will
needto re-enter their identifyinginformation againto haveanotheremailsent.

Oncethe usercreatesa passwordandclicksonthe & / NB H (531 sbatteR they will be
redirectedto a confirmationpagewith alink to return to the login pagewherethey canlogin
with their new password.

Cannabis Control Commission
y/ Medical Use of Marijuana Online System

Account Claimed

Your account has been claimed successfully. Click here to return to the login page.




If auserhasanaccountthat is linkedto a patient andthe userhasnot passedhe demographic
info pagein the registrationprocessijt is possiblethat they maynot havean emailsavedon
their record.In this casethe useris promptedfor an emailaddressandthey are sentthe
confirmationemailat this emailaddress Oncethey are finishedwith the accountclaimprocess,
this emailaddresds savedon their useraccount.

Claim Account

Instructions:

User Information
Registration Number: * @

Last Name: *
Date of Birth (mm/ddlyyyy):

Soclal Security Number (Last 4 Digits): *

Emall: *

I'm not a robot
feCAPTCHA

m Siim Aceount

Cannabis Control Commission
y / Medical Use of Marijuana Online System

Please fill in the fields below to verify your identity in order to claim your Medical Use of Marijuana Online System account (previously associated with the Massachusetts Virtual Gateway). If you are a patient, you may enter your pin or your registration number in
the field below. If you are a caregiver, you must enter your registration number. Please enter your last name and registration number exactly as they appear in your registration card. Al fields marked with an asterisk (+) are required.

P11000000
doe
01/0111875

11

The information you entered has been matched to a record in the Medical Use of Marijuana Online System. However, there is no email address on file for this record. Please enter an email address in order to claim your account.

2.3.New AccountCreation

Apatientor caregivemwill createa new accountby gongto the login pageandclickingon the
G/ NB OIS litzl. Thénthey will providean emailaddressfirst name,middle name, last
name,passwordandwill alsoneedto passa captcha.Thesysem will generatea usernamefor

them basedon their first nameandlastname.

Cannabis Control Commission
Y/ Medical Use of Marijuana Online System

Create Account

Instructions:
Please fill in the fields below to create an account for the Medical Use of Marijuana Online System. All fields marked with an asterisk ( *) are required.

User Information
First Name: *

Middle Name:

Last Name: *

Email: *

Confirm Email: *
Password: *
Confirm Password: *

The password must meet the following requirements:

= Must be at least 12 characters long.

= Contain at least one upper case character.
= Contain at least one lower case character.
= Contain at least one number.

= Contain at least one special character.

™

1eCAPTCHA
Privacy-Temms.

Creats Account

I'm not a robot




Theythen will be sentan emailconfirmationwith a link containinga time sensitivetoken (30
minutes).

Activate your Massachusetts Medical Use Of Marijuana Online Account

To: mjochnsen@jdsoft.com

Date: Friday, October 25, 2019

A new account has been created for the Massachusetts Medical Use of Marijuana Online System. Your username is provided below.

username: mjohnson1

To activate this account click on the link below. (this link will expire in 30 minutes) If you have trouble clicking the link, you may also copy and paste it into your browser.

http:/flocalhost:8080/mmj-patient/user/confirmEmail floken=c167062{-45ea-4850-840a-b97bb28c4dae

If you have any questions about the Medical Use of Marijuana Program, please visit www.mass.gov/medicalmarijuana or call (833) 869-6820.
Sincerely,

The Medical Use of Marijuana Program
Massachusetts Cannabis Control Commission

Whenthey clickthe link they will confirmtheir emailaddressand be redirectedto a
confirmationpagewith alink to return to the login pagewherethey canloginand proceedwith
registrationin the sameway ascurrentapplicants.

2.4.ForgotUsername
Whena patient or caregiverclickson éForgot! & S NJ/ onWé&légin page they are askedif
they havepreviouslystarteda registrationwith this account.

Cannabis Control Commission
y Medical Use of Marijuana Online System

Recover Username
To recover your username, please verify your identity by entering the following information.

User Information

Have you ever started the registration process as a patient or a caregiver in the Medical Use of Marijuana Online System with the account you are trying to recover?
Yes

No




If they have,they will needto entertheir registrationnumber,lastname,date of birth, andlast
four digitsof their socialsecuritynumber andthey will alsoneedto passa captchalf the useris

a patient, they mayalsoenter their pin insteadof their registrationnumber.If theyK I @Sy Q
startedaregistrationwith the accountthey are tryingto recover,they will needto enter their
lastnameandemailaddress.

Cannabis Control Commission
y/ Medical Use of Marijuana Online System

Recover Username

Instructions:
Please fill in the fields below to verify your identity in order to recover your userame. If you are a patient, you may enter your pin or your registration number in the field below. If you are a caregiver, you must enter your registration number. Please enter your last
name and registration number exactly as they appear in your registration card. Al fields marked with an asterisk (*) are required.

User Information
Patient PIN or Registration Number: * @

Last Name: *
Date of Birth (mmiddlyyyy): *

Social Security Number (Last 4 Digits): *

P ]

1eCAPTCHA
Privacy -Temna

I'm not a robot

=N e




Cannabis Control Commission
y/ Medical Use of Marijuana Online System

Recover Username

Instructions:
To recover your username, please verify your identity by entering the following information.

User Information

Last Name: *

Email: *

™

1eCAPTCHA

Privacy-Tems,

I'm not a robot

Sack

If the information matchesa patient or caregiverin the system they are sentanemailwith their
username.

Your Massachusetis Medical Use Of Marijuana Online Account Username

To: ksmith@jdsoft.com

Date: Friday, October 25, 2019

Ausername recovery request has been submitted for this email address. Your usemame for the Medical Use Of Marijuana Online System is provided below:
username: ksmith1

To retum to the login page, click here.

If you have any guestions about the Medical Use of Marijuana Program, please visit www.mass.gov/medicalmarijuana or call (833) 869-6820.

Sincerely,

The Medical Use of Marijuana Program
Massachusetts Cannabis Control Commission

2.5. ForgotPassword
Whena patient or caregiverclickson éForgott | & & god tNeRagjin page they are askedif
they havepreviouslystarted a registrationwith this account.

Cannabis Control Commission
y/ Medical Use of Marijuana Online System

Forgot Password
To reset your password, please verify your identity by entering the following information

User Information
Have you ever started the registration process as a patient or a caregiver in the Medical Use of Marijuana Online System with the account you are trying to recover?




If they have,they will needto entertheir registrationnumber,lastname,date of birth, andlast
four digitsof their socialsecuritynumberandalsopassa captchalf the useris a patient, they
mayalsoenter their pin insteadof their registrationnumber.If they K | @ Stdr@dia
registrationwith the accountthey aretrying to recover,they will needto entertheir username.

Cannabis Control Commission
y/ Medical Use of Marijuana Online System

Forgot Password

Instructions:

Please fill in the fields below to verify your identity in order to reset your password. If you are a patient, you may enter your pin or your registration number in the field below. If you are a caregiver, you must enter your registration number. Please enter your last
name and registration number exactly as they appear in your registration card. All fields marked with an asterisk (*) are required.

User Information
Patient PIN or Registration Number: * @

Last Name: *
Date of Birth (mmiddlyyyy): *

Social Security Number (Last 4 Digits): *

I'm not a robot

N =3

Cannabis Control Commission
Y/ Medical Use of Marijuana Online System

Forgot Password

Instructions:
To reset your password, please verify your identity by entering the following information

User Information

Username: *

™

reCAPTCHA

Privacy - Temns

I'm not a robot

10




If the information matchesa patient or caregivetin the systemthey are sentanemailwith a
with alink containinga time sensitivetoken (30 minutes)

Reset your password for your Medical Use Of Marijuana Online Account

To: ksmith@jdsoft.com

Date: Friday, October 25, 2019

A request to reset your password has been received for your Massachusetts Medical Use of Marijuana Online account. To reset your password, click on the link below (this link will expire in 30 minutes). If you have trouble clicking the link, you may also copy and paste it into your browser.

assword 4p45-p4.

If you have any questions about the Medical Use of Marijuana Program, please visit wiww.mass. gov/medicalmarijuana or call (833) 869-6820.

Sincerely,

The Medical Use of Marijuana Program
Massachusetts Gannabis Control Commission

Onclickingthe link, they aretakento a pagewherethey canseta new password.

Cannabis Control Commission
y ./ Medical Use of Marijuana Online System

Create New Password

Instructions:
Create a new password for your Medical Use of Marijuana Online System account.

New Password
New Password: *

Confirm New Password: *

The password must meet the following requirements:
= Must be at least 12 characters long.

= Contain at least one upper case character.

= Contain at least one lower case character.

= Contain at least one number.

= Contain at least one special character.

= Must be different from your last 8 passwords.

Onsettinga new passwordandclickingthe @ t NP (&tSrRtkey aretakento a confirmation
pagewith alink to return to the loginpage.

11



2.6. ChangePassword

Oncea useris loggedin, they canchangetheir passwordby clickingthe d / K My3 $ &4 6 2 NR ¢
linkfromthe & a B O O 2 dmhiioh the top right of the page.Thewill be requiredto enter

their existingpasswordand providetheir new password Oncetheir passwords changedhey

are showna confirmationpagewith alink to return to the homepage.

Cannabis Control Commission
y/ Medical Use of Marijuana Online System
Change My Password

Logout
Change Password
Instructions:
Change your password for your Medical Use of Marijuana Online System account.

Password
OId Password: *

New Password: *

Gonfirm New Password: *

The password must meet the following requirements:
+ Must be at least 12 characters long.

+ Contain at least one upper case character.

« Contain at least one lower case character.

+ Contain at least one number.

= Contain at least one special character.

+ Must be different from your last 8 passwords.

2.7.PasswordPolicy

Thesystemhasthe following requirementsfor passworddor patientsand caregivers.
- Mustbe at least12 characterdong.

- Containat leastone uppercasecharacter.

- Containat leastone lowercasecharacter.

- Containat leastone number.

- Containat leastone specialcharacter.

- Whenchanginga passworda usermaynot usetheir last8 passwords.

12




2.8. Passwordexpiry

Patientand caregivempasswordsexpireevery90 daysfrom the date the passwordwascreated
or changedWhena dz& Spddwiords expired,they are forcedto resettheir passwordhe next
time they login. Commissioruserswith the appropriaterolesmayalsomanuallyforce a userto
changetheir passwordon nextloginthroughthe interface.

Cannabis Control Commission
y Medical Use of Marijuana Online System

Change Password

Instructions:
Your password has expired. Please create a new password by filling out the form below.

Password

Old Password: *
New Password: *

Confirm New Password: *

The password must meet the following requirements:
= Must be at least 12 characters long.

= Contain at least one upper case character.

= Contain at least one lower case character.

= Contain at least one number.

= Contain at least one special character.

= Must be different from your last 8 passwords.

Proceed

2.9. AccountLocking

After 5 failed loginattempts within 15 minutesof eachother the dza Sadd@untwill be locked
for 15 minutes.If the usertries to login againafter this, they will geta messagéelling them
that their accountis lockedandthey needto wait for 15 minsbefore trying again.Commission
userswith the appropriaterolesmayalsomanuallyunlocka dza Saddaunt.

13



3. Changeso the MedicalProviderPortal

3.1.LoginPage

Thefirst pagethat the medicalproviderwill seewhenthey accesghe systemisthe Loginpage.Here,
they canloginwith their usernameand passwordo accesghe system.Thereisalsoa link for the user
to claiman existingaccountthat waslinkedto the VG.

Cannabis Control Commission
y/ Medical Use of Marijuana Online System
Login

Instructions:
Use this page to login to the Medical Use of Marijuana Online System. If you had an account on the Massachusetts Virtual Gateway, you will need to verify your identity and claim your account by clicking on the "Claim Account” button. If you have never had an
account and you need one to access the system, or if you have forgotten your usemame or password, please contact the Medical Use Of Marijuana Program Support Center at (833) 869-6820.

Username:

Password:

Claim Account

3.2. Claimingan ExistingAccount

Previouslymedicalprovidersneededto loginto the Massachusett¥irtual Gatewayin orderto access

the MMJ SystemTheseuserswill be ableto claimtheir existingaccountswhichwere linkedto the VG
andcreatea new passwordor their accountby clickingthe & / £  ® @2 liz'ai the loginpage.Th

ey

will be promptedto enter their virtual gatewayloginid, registrationnumber,andan accountrecovery
PINnumber(seebelow). ThePINnumberwill be pre-generatedand providedto the Commissiorsothat
they mayprovideit to existingmedicalproviders.ThePINis requiredbecausehere islimited non-public

informationthat is collectedfrom MedicalProviders.

Cannabis Control Commission
y/ Medical Use of Marijuana Online System

Claim Account

Instructions:
Please flll in the fields below o verify your identity in order to claim your Medical Use of Marjjuana Online System account (previously associated with the Massachusetts Virtual Gateway). Please enter your last name exactly as it appears in your registration card
Al fields marked with an asterisk (¥) are required. If you do not have your pin, please contact the Medical Use Of Marjuana Program Support Center at (833) 869-6620.

User Information
Virtual Gateway Login ID: * |

Registration Number: * @

Pin: *

I'm not a robot
CAPTCHA
Frvay-Tems

=3 e

14



If this information matchesexactly they will be sentan emailto the emailaddresson the
providerrecordwith alink to claimtheir account.

Claim your Massachusetts Medical Use Of Marijuana Online Account

To: admin@jdsoft.com

Date: Friday, October 25, 2019

Your information has been matched to a record in the Medical Use of Marijuana Online System. Your username is provided below.

username: vgd11860

To claim your account, click on the link below (this link will expire in 30 minutes). If you have trouble clicking the link, you may also copy and paste it into your browser.
hitp:#localhost:8080/mmj-provider/userfaccountFound Hoken=9c5a4960-94e2-4f3c-908c-Ta3 16dadiazad

If you have any questions about the Medical Use of Marijuana Program, please visit www.mass.govimedicalmarijuana or call (833) 869-6820.

Sincerely,

The Medical Use of Marjuana Program
Massachusetts Cannabis Control Commission

Thelink will containatime sensitivetoken (30 minutes).Oncethe userclickson the link they
will goto a pagewherethey will be promptedto enter a passwordfor their account(seebelow).
At this point they will haveclaimedtheir accountandwill be sentto a confirmationpagewith a
link to return to the loginpage.

15



