
 

 

 

 

 

Medical Use of Marijuana Program Online 
System (Online System) Release 5.0  
User Interface  Updates Document 
 
JANUARY 2020 

 

 

 

 

 

 

 

 

 

 

 

 

 
    Massachusetts  Cannabis Control  Commission:  
 
     Steven J. Jpȸnbo. Chairman  
     Kay Doyle,  Commissioner   
     Jennifer  Flanagan, Commissioner   
     Britte  McBride,  Commissioner   
     Shaleen Title, Commissioner  
     Shawn Collins, Executive  Director  

 
 

 

 

 

 



 

2 

1. Introduction .............................................................................................................................................. 3 

2. Changes to the Patient Portal................................................................................................................... 3 

2.1. Login Page  ........................................................................................................................................ 3 

2.2. Claiming an Existing Account ............................................................................................................ 4 

2.3. New Account Creation ...................................................................................................................... 6 

2.4. Forgot Username .............................................................................................................................. 7 

2.5. Forgot Password ................................................................................................................................ 9 

2.6. Change Password ............................................................................................................................ 12 

2.7. Password Policy ............................................................................................................................... 12 

2.8. Password Expiry .............................................................................................................................. 13 

2.9. Account Locking .............................................................................................................................. 13 

3. Changes to the Medical Provider Portal ................................................................................................. 14 

3.1. Login Page ....................................................................................................................................... 14 

3.2. Claiming an Existing Account .......................................................................................................... 14 

3.3. New Account Creation .................................................................................................................... 16 

3.4. Forgot Username /  Forgot  Password ............................................................................................. 17 

3.5. Change Password ............................................................................................................................ 17 

3.6. Password Policy ............................................................................................................................... 17 

3.7. Password Expiry .............................................................................................................................. 18 

3.8. Account Locking .............................................................................................................................. 18 

3.9. Registration for Physician Assistants .............................................................................................. 19 

4. Changes to the MTC Agents, Lab Agents and Institutional Caregivers .................................................. 20 

4.1. Introduction  ................................................................................................................................... 20 

4.2. Login Page  ...................................................................................................................................... 20 

4.3. Claiming an Existing Account .......................................................................................................... 20 

4.4. New Account Creation .................................................................................................................... 23 

4.5. Forgot Username ............................................................................................................................ 26 

4.6. Forgot Password .............................................................................................................................. 27 

4.7. Change Password ............................................................................................................................ 28 

4.8. Password Policy ............................................................................................................................... 29 

4.9. Password Expiry .............................................................................................................................. 29 

4.10. .........................................................................................................................................  

Account Locking .............................................................................................................................. 30 



 

3 

1.  Introduction 
This document lists the changes made to the Medical Use of Marijuana Online System with the release 

of Version 5.0. The main change in this release is the migration of the system from the Executive Office 

of Health and Human Services (EOHHS) Virtual Gateway (VG) to a Cannabis Control Commission private 

cloud environment hosted on Amazon Web Services (AWS) GovCloud. With respect to this migration, a 

new custom security module has been created to replace the ±DΩǎ Authentication and Identity 

Management Solution (AIMS).  

In addition these security changes the system now also supports Physician Assistant registration as 

medical providers. 

This document was prepared for review by the Cannabis Control Commission communications team and 

lists all of the security changes for each of the stakeholders and includes instructions for account 

creation, account claiming, password change, and forgot username/password. 

 

2. Changes to the Patient Portal 

2.1. Login Page  
The first page that the patient or caregiver will see when they access the system is the Login page. Here, 

they can login with their username and password to access the system. There are also links for the user 

to create a new account, claim an existing account that was linked to the VG, recover their username 

and reset their password. 
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2.2. Claiming an Existing Account 
Previously, patients and caregivers needed to login to the Massachusetts Virtual Gateway in order to 

access the MMJ System. These users will be able to claim their existing accounts which were linked to 

the VG and create a new password for their account by clicking the ά/ƭŀƛƳ !ŎŎƻǳƴǘέ link on the login 

page. They will be prompted to enter their registration number, last name, date of birth, last four digits 

of their social security number. They will also need to pass a captcha. If the user is a patient, they may 

also enter their pin instead of their registration number. 

 

 

If this information matches with a patient or caregiver in the system, they will be sent an email to their 

registered email address with a link to claim their account.  
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The link will contain a time sensitive token (30 minutes). Once the user clicks on the link they 

will go to a page where they will be prompted to enter a password for their account. 

If a user does not click the link and create a password within the token timeout period they will 

need to re-enter their identifying information again to have another email sent. 

Once the user creates a password and clicks on the ά/ǊŜŀǘŜ tŀǎǎǿƻǊŘέ button, they will be 

redirected to a confirmation page with a link to return to the login page where they can login 

with their new password. 
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If a user has an account that is linked to a patient and the user has not passed the demographic 

info page in the registration process, it is possible that they may not have an email saved on 

their record. In this case the user is prompted for an email address and they are sent the 

confirmation email at this email address. Once they are finished with the account claim process, 

this email address is saved on their user account. 

2.3. New Account Creation 
A patient or caregiver will create a new account by gong to the login page and clicking on the 

ά/ǊŜŀǘŜ !ŎŎƻǳƴǘέ link. Then they will provide an email address, first name, middle name, last 

name, password and will also need to pass a captcha. The system will generate a username for 

them based on their first name and last name. 
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They then will be sent an email confirmation with a link containing a time sensitive token (30 

minutes). 

 

When they click the link they will confirm their email address and be redirected to a 

confirmation page with a link to return to the login page where they can login and proceed with 

registration in the same way as current applicants. 

2.4. Forgot Username 
When a patient or caregiver clicks on άForgot ¦ǎŜǊƴŀƳŜέ on the login page, they are asked if 

they have previously started a registration with this account. 
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If they have, they will need to enter their registration number, last name, date of birth, and last 

four digits of their social security number and they will also need to pass a captcha. If the user is 

a patient, they may also enter their pin instead of their registration number. If they ƘŀǾŜƴΩǘ 

started a registration with the account they are trying to recover, they will need to enter their 

last name and email address. 
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If the information matches a patient or caregiver in the system, they are sent an email with their 

username. 

2.5. Forgot Password 
When a patient or caregiver clicks on άForgot tŀǎǎǿƻǊŘέ on the login page, they are asked if 

they have previously started a registration with this account. 
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If they have, they will need to enter their registration number, last name, date of birth, and last 

four digits of their social security number and also pass a captcha. If the user is a patient, they 

may also enter their pin instead of their registration number. If they ƘŀǾŜƴΩǘ started a 

registration with the account they are trying to recover, they will need to enter their username. 
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If the information matches a patient or caregiver in the system, they are sent an email with a 

with a link containing a time sensitive token (30 minutes) 

On clicking the link, they are taken to a page where they can set a new password.  

On setting a new password and clicking the άtǊƻŎŜŜŘέ button, they are taken to a confirmation 

page with a link to return to the login page. 
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2.6. Change Password 
Once a user is logged in, they can change their password by clicking the ά/ƘŀƴƎŜ My tŀǎǎǿƻǊŘέ 

link from the άaȅ !ŎŎƻǳƴǘέ menu on the top right of the page. The will be required to enter 

their existing password and provide their new password. Once their password is changed they 

are shown a confirmation page with a link to return to the home page. 

 

2.7. Password Policy 
The system has the following requirements for passwords for patients and caregivers. 

· Must be at least 12 characters long. 

· Contain at least one uppercase character. 

· Contain at least one lowercase character. 

· Contain at least one number. 

· Contain at least one special character. 

· When changing a password, a user may not use their last 8 passwords. 
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2.8. Password Expiry 
Patient and caregiver passwords expire every 90 days from the date the password was created 

or changed. When a ǳǎŜǊΩǎ password is expired, they are forced to reset their password the next 

time they login. Commission users with the appropriate roles may also manually force a user to 

change their password on next login through the interface. 

 

 

2.9. Account Locking 
After 5 failed login attempts within 15 minutes of each other the ǳǎŜǊΩǎ account will be locked 

for 15 minutes. If the user tries to log in again after this, they will get a message telling them 

that their account is locked and they need to wait for 15 mins before trying again. Commission 

users with the appropriate roles may also manually unlock a ǳǎŜǊΩǎ account. 
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3. Changes to the Medical Provider Portal 

3.1. Login Page 
The first page that the medical provider will see when they access the system is the Login page. Here, 

they can login with their username and password to access the system. There is also a link for the user 

to claim an existing account that was linked to the VG. 

 

3.2. Claiming an Existing Account 
Previously, medical providers needed to login to the Massachusetts Virtual Gateway in order to access 

the MMJ System. These users will be able to claim their existing accounts which were linked to the VG 

and create a new password for their account by clicking the ά/ƭŀƛƳ !ŎŎƻǳƴǘέ link on the login page. They 

will be prompted to enter their virtual gateway login id, registration number, and an account recovery 

PIN number (see below). The PIN number will be pre-generated and provided to the Commission so that 

they may provide it to existing medical providers. The PIN is required because there is limited non-public 

information that is collected from Medical Providers.  
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If this information matches exactly, they will be sent an email to the email address on the 

provider record with a link to claim their account.  

The link will contain a time sensitive token (30 minutes). Once the user clicks on the link they 

will go to a page where they will be prompted to enter a password for their account (see below). 

At this point they will have claimed their account and will be sent to a confirmation page with a 

link to return to the login page. 

 

 

 

 

 


