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1. Introduction

This document lists the changes made to the Medical Use of Marijuana Online System with the release
of Version 5.0. The main change in this release is the migration of the system from the Executive Office
of Health and Human Services (EOHHS) Virtual Gateway (VG) to a Cannabis Control Commission private
cloud environment hosted on Amazon Web Services (AWS) GovCloud. With respect to this migration, a
new custom security module has been created to replace the VG’s Authentication and Identity
Management Solution (AIMS).

In addition these security changes the system now also supports Physician Assistant registration as
medical providers.

This document was prepared for review by the Cannabis Control Commission communications team and
lists all of the security changes for each of the stakeholders and includes instructions for account
creation, account claiming, password change, and forgot username/password.

2. Changes to the Patient Portal

2.1. Login Page

The first page that the patient or caregiver will see when they access the system is the Login page. Here,
they can login with their username and password to access the system. There are also links for the user
to create a new account, claim an existing account that was linked to the VG, recover their username
and reset their password.

Cannabis Control Commission
y/ Medical Use of Marijuana Online System

Login
Instructions:

Use this page to login to the Medical Use of Marijuana Online System. If you don't have an account, click on the "Create Account’ button to create one. If you had an account on the Massachusetts Virtual Gateway, you will need to verify your identity and claim your
account by clicking on the “Claim Account” button.

Username:

Password:

Create Account Claim Account
Forgot Username  Forgot Password




2.2. Claiming an Existing Account

Previously, patients and caregivers needed to login to the Massachusetts Virtual Gateway in order to
access the MMJ System. These users will be able to claim their existing accounts which were linked to
the VG and create a new password for their account by clicking the “Claim Account” link on the login
page. They will be prompted to enter their registration number, last name, date of birth, last four digits
of their social security number. They will also need to pass a captcha. If the user is a patient, they may
also enter their pin instead of their registration number.

Cannabis Control Commission
y/ Medical Use of Marijuana Online System

Claim Account

Instructions:
Please fillin the fields below to verify your identity in order to claim your Medical Use of Marjjuana Online System account (p with the Virtual Gateway). If you are a patient, you may enter your pin or your registration number in
the fleld below. If you are a caregiver, you must enter your registration number. Please enter your last name and registration number exactly as they appear in your registration card. Al fields marked with an asterisk (*) are required.

User Information
Patient PIN or Registration Number: * @

Last Name: *
Date of Birth (mmiddlyyyy):

Social Security Number (Last 4 Digits): *

Fo ]

12CAPTCHA
vy “Temn

I'm not a robot

If this information matches with a patient or caregiver in the system, they will be sent an email to their
registered email address with a link to claim their account.

Claim your Massachusetts Medical Use Of Marijuana Online Account

To: admin@jdsoft.com

Date: Friday, October 25, 2019

Your information has been maiched to a record in the Medical Use of Marijuana Online System. Your username is provided below.

username: vgp11000030

To claim your account, click on the link below (this link will expire in 30 minutes). If you have trouble clicking the link, you may also copy and paste it into your browser.

http/localhost:8080/mmj-patient/user/accountFound?token=630eb745-1468-485d-beb8-c10f93ef6aea

If you have any guestions about the Medical Use of Marijuana Pragram, please visit www.mass.gov/imedicalmarijuana or call (833) 869-6820.
Sincerely,

The Medical Use of Marijuana Program
Massachusetts Cannabis Control Commission




The link will contain a time sensitive token (30 minutes). Once the user clicks on the link they
will go to a page where they will be prompted to enter a password for their account.

Cannabis Control Commission
y/ Medical Use of Marijuana Online System

Create New Password

Instructions:
Use this page to create a password and finish claiming your Medical Use of Marijuana Online account with the username vgp11000000.
New Password

New Password: *

Confirm New Password: *

The password must meet the following requirements:
= Must be at least 12 characters long.

= Contain at least one upper case character.

= Contain at least one lower case character.

= Contain at least one number.

= Contain at least one special character.

Create Password

If a user does not click the link and create a password within the token timeout period they will
need to re-enter their identifying information again to have another email sent.

Once the user creates a password and clicks on the “Create Password” button, they will be
redirected to a confirmation page with a link to return to the login page where they can login
with their new password.

Cannabis Control Commission
y/ Medical Use of Marijuana Online System

Account Claimed

Your account has been claimed successfully. Click here to return to the login page.




If a user has an account that is linked to a patient and the user has not passed the demographic
info page in the registration process, it is possible that they may not have an email saved on
their record. In this case the user is prompted for an email address and they are sent the
confirmation email at this email address. Once they are finished with the account claim process,
this email address is saved on their user account.

Cannabis Control Commission
y / Medical Use of Marijuana Online System

Claim Account

Instructions:
Please fill in the fields below to verify your identity in order to claim your Medical Use of Marijuana Online System account (previously associated with the Massachusetts Virtual Gateway). If you are a patient, you may enter your pin or your registration number in
the field below. If you are a caregiver, you must enter your registration number. Please enter your last name and registration number exactly as they appear in your registration card. Al fields marked with an asterisk (+) are required.

User Information

Registration Number: * @ P11000000
Last Name: * doe
Date of Birth (mm/ddlyyyy): 0110111975
Soclal Security Number (Last 4 Digits): * 1

The information you entered has been matched to a record in the Medical Use of Marijuana Online System. However, there is no email address on file for this record. Please enter an email address in order to claim your account.

Emall: *

™

RCAPTCHA
Preacy-Teme

I'm not a robot

m Siim Aceount

2.3. New Account Creation

A patient or caregiver will create a new account by gong to the login page and clicking on the
“Create Account” link. Then they will provide an email address, first name, middle name, last
name, password and will also need to pass a captcha. The system will generate a username for
them based on their first name and last name.

Cannabis Control Commission
Y/ Medical Use of Marijuana Online System

Create Account

Instructions:
Please fill in the fields below to create an account for the Medical Use of Marijuana Online System. All fields marked with an asterisk ( *) are required.

User Information
First Name: *

Middle Name:

Last Name: *

Email: *

Confirm Email: *
Password: *
Confirm Password: *

The password must meet the following requirements:

= Must be at least 12 characters long.

= Contain at least one upper case character.
= Contain at least one lower case character.
= Contain at least one number.

= Contain at least one special character.

™

1eCAPTCHA
Privacy-Temms.

Creats Account

I'm not a robot




They then will be sent an email confirmation with a link containing a time sensitive token (30
minutes).

Activate your Massachusetts Medical Use Of Marijuana Online Account

To: mjochnsen@jdsoft.com

Date: Friday, October 25, 2019
A new account has been created for the Massachusetts Medical Use of Marijuana Online System. Your username is provided below.
username: mjohnson1

To activate this account click on the link below. (this link will expire in 30 minutes) If you have trouble clicking the link, you may also copy and paste it into your browser.

http:/flocalhost:8080/mmj-patient/user/confirmEmail floken=c167062{-45ea-4850-840a-b97bb28c4dae

If you have any questions about the Medical Use of Marijuana Program, please visit www.mass.gov/medicalmarijuana or call (833) 869-6820.

Sincerely,

The Medical Use of Marijuana Program
Massachusetts Cannabis Control Commission

When they click the link they will confirm their email address and be redirected to a
confirmation page with a link to return to the login page where they can login and proceed with
registration in the same way as current applicants.

2.4. Forgot Username
When a patient or caregiver clicks on “Forgot Username” on the login page, they are asked if
they have previously started a registration with this account.

Cannabis Control Commission
y Medical Use of Marijuana Online System

Recover Username
To recover your username, please verify your identity by entering the following information.

User Information

Have you ever started the registration process as a patient or a caregiver in the Medical Use of Marijuana Online System with the account you are trying to recover?
Yes

No




If they have, they will need to enter their registration number, last name, date of birth, and last
four digits of their social security number and they will also need to pass a captcha. If the user is
a patient, they may also enter their pin instead of their registration number. If they haven’t
started a registration with the account they are trying to recover, they will need to enter their
last name and email address.

Cannabis Control Commission
y/ Medical Use of Marijuana Online System

Recover Username

Instructions:
Please fill in the fields below to verify your identity in order to recover your userame. If you are a patient, you may enter your pin or your registration number in the field below. If you are a caregiver, you must enter your registration number. Please enter your last
name and registration number exactly as they appear in your registration card. Al fields marked with an asterisk (*) are required.

User Information
Patient PIN or Registration Number: * @

Last Name: *
Date of Birth (mmiddlyyyy): *

Social Security Number (Last 4 Digits): *

P ]

1eCAPTCHA
Privacy -Temna

I'm not a robot

=N e




Cannabis Control Commission
y/ Medical Use of Marijuana Online System

Recover Username

Instructions:
To recover your username, please verify your identity by entering the following information.

User Information

Last Name: *

Email: *

™

1eCAPTCHA

Privacy-Tems,

I'm not a robot

Sack

If the information matches a patient or caregiver in the system, they are sent an email with their
username.

Your Massachusetis Medical Use Of Marijuana Online Account Username
To: ksmith@ijdseft.com

Date: Friday, October 25, 2019
Ausername recovery request has been submitted for this email address. Your usemame for the Medical Use Of Marijuana Online System is provided below:
username: ksmith1

To retum to the login page, click here.

If you have any guestions about the Medical Use of Marijuana Program, please visit www.mass.gov/medicalmarijuana or call (833) 869-6820.

Sincerely,

The Medical Use of Marijuana Program
Massachusetts Cannabis Control Commission

2.5. Forgot Password
When a patient or caregiver clicks on “Forgot Password” on the login page, they are asked if
they have previously started a registration with this account.

Cannabis Control Commission
y/ Medical Use of Marijuana Online System

Forgot Password
To reset your password, please verify your identity by entering the following information

User Information
Have you ever started the registration process as a patient or a caregiver in the Medical Use of Marijuana Online System with the account you are trying to recover?




If they have, they will need to enter their registration number, last name, date of birth, and last
four digits of their social security number and also pass a captcha. If the user is a patient, they
may also enter their pin instead of their registration number. If they haven’t started a
registration with the account they are trying to recover, they will need to enter their username.

Cannabis Control Commission
y/ Medical Use of Marijuana Online System

Forgot Password

Instructions:

Please fill in the fields below to verify your identity in order to reset your password. If you are a patient, you may enter your pin or your registration number in the field below. If you are a caregiver, you must enter your registration number. Please enter your last
name and registration number exactly as they appear in your registration card. All fields marked with an asterisk (*) are required.

User Information
Patient PIN or Registration Number: * @

Last Name: *
Date of Birth (mmiddlyyyy): *

Social Security Number (Last 4 Digits): *

F s ]

eCAPTCHA
prvacy -Tem:

I'm not a robot

N =3

Cannabis Control Commission
Y/ Medical Use of Marijuana Online System

Forgot Password

Instructions:
To reset your password, please verify your identity by entering the following information

User Information
Username: *
I'm not a robot
reCAPTCHA
Privacy - Tems.

10




If the information matches a patient or caregiver in the system, they are sent an email with a
with a link containing a time sensitive token (30 minutes)

Reset your password for your Medical Use Of Marijuana Online Account

To: ksmith@jdsoft.com

Date: Friday, October 25, 2019

A request to reset your password has been received for your Massachusetts Medical Use of Marijuana Online account. To reset your password, click on the link below (this link will expire in 30 minutes). If you have trouble clicking the link, you may also copy and paste it into your browser.

assword 4p45-p4.

If you have any questions about the Medical Use of Marijuana Program, please visit wiww.mass. gov/medicalmarijuana or call (833) 869-6820.

Sincerely,

The Medical Use of Marijuana Program
Massachusetts Gannabis Control Commission

On clicking the link, they are taken to a page where they can set a new password.

Cannabis Control Commission
y ./ Medical Use of Marijuana Online System

Create New Password

Instructions:
Create a new password for your Medical Use of Marijuana Online System account.

New Password
New Password: *

Confirm New Password: *

The password must meet the following requirements:
= Must be at least 12 characters long.

= Contain at least one upper case character.

= Contain at least one lower case character.

= Contain at least one number.

= Contain at least one special character.

= Must be different from your last 8 passwords.

On setting a new password and clicking the “Proceed” button, they are taken to a confirmation
page with a link to return to the login page.

11




2.6. Change Password

Once a user is logged in, they can change their password by clicking the “Change My Password”
link from the “My Account” menu on the top right of the page. The will be required to enter
their existing password and provide their new password. Once their password is changed they
are shown a confirmation page with a link to return to the home page.

Cannabis Control Commission
y/ Medical Use of Marijuana Online System

Change My Password
Logout

Change Password

Instructions:

Change your password for your Medical Use of Marijuana Online System account.

Password

Old Password: *

New Password: *

Gonfirm New Password: *

The password must meet the following requirements:
+ Must be at least 12 characters long.

+ Contain at least one upper case character.

« Contain at least one lower case character.

+ Contain at least one number.

= Contain at least one special character.

+ Must be different from your last 8 passwords.

2.7. Password Policy

The system has the following requirements for passwords for patients and caregivers.
* Must be at least 12 characters long.

* Contain at least one uppercase character.

* Contain at least one lowercase character.

* Contain at least one number.

* Contain at least one special character.

* When changing a password, a user may not use their last 8 passwords.

12




2.8. Password Expiry

Patient and caregiver passwords expire every 90 days from the date the password was created
or changed. When a user’s password is expired, they are forced to reset their password the next
time they login. Commission users with the appropriate roles may also manually force a user to
change their password on next login through the interface.

Cannabis Control Commission
y Medical Use of Marijuana Online System

Change Password

Instructions:
Your password has expired. Please create a new password by filling out the form below.

Password

Old Password: *
New Password: *

Confirm New Password: *

The password must meet the following requirements:
Must be at least 12 characters long.

Contain at least one upper case character.
Contain at least one lower case character.

Contain at least one number.

Contain at least one special character.

Must be different from your last 8 passwords.

Proceed

2.9. Account Locking

After 5 failed login attempts within 15 minutes of each other the user’s account will be locked
for 15 minutes. If the user tries to log in again after this, they will get a message telling them
that their account is locked and they need to wait for 15 mins before trying again. Commission
users with the appropriate roles may also manually unlock a user’s account.

13




3. Changes to the Medical Provider Portal

3.1. Login Page

The first page that the medical provider will see when they access the system is the Login page. Here,
they can login with their username and password to access the system. There is also a link for the user
to claim an existing account that was linked to the VG.

Cannabis Control Commission
y/ Medical Use of Marijuana Online System

Login

Instructions:
Use this page to login to the Medical Use of Marijuana Online System. If you had an account on the Massachusetts Virtual Gateway, you will need to verify your identity and claim your account by clicking on the "Claim Account” button. If you have never had an
account and you need one to access the system, or if you have forgotten your usemame or password, please contact the Medical Use Of Marijuana Program Support Center at (833) 869-6820.

Username:

Password:

Claim Account

3.2. Claiming an Existing Account

Previously, medical providers needed to login to the Massachusetts Virtual Gateway in order to access
the MMJ System. These users will be able to claim their existing accounts which were linked to the VG
and create a new password for their account by clicking the “Claim Account” link on the login page. They
will be prompted to enter their virtual gateway login id, registration number, and an account recovery
PIN number (see below). The PIN number will be pre-generated and provided to the Commission so that
they may provide it to existing medical providers. The PIN is required because there is limited non-public
information that is collected from Medical Providers.

Cannabis Control Commission
y/ Medical Use of Marijuana Online System

Claim Account

Instructions:

Please flll in the fields below o verify your identity in order to claim your Medical Use of Marjuana Online System account (pr y with the Virtual Gateway). Please enter your last name exactly as it appears in your registration card
All fields marked with an asterisk (*) are required. If you do not have your pin, please contact the Medical Use Of Marjjuana Pragram Support Center at (833) 869-6820.

User Information
Virtual Gateway Login ID: * |

Registration Number: * @

Pin: *

I'm not a robot
CAPTCHA
Friacy-Tem

m Claim Account

14




If this information matches exactly, they will be sent an email to the email address on the
provider record with a link to claim their account.

Claim your Massachusetts Medical Use Of Marijuana Online Account
To: admin@jdsoft.com

Date: Friday, October 25, 2019

Your information has been matched to a record in the Medical Use of Marijuana Online System. Your username is provided below.

username: vgd11860

To claim your account, click on the link below (this link will expire in 30 minutes). If you have trouble clicking the link, you may also copy and paste it into your browser.
hitp:#localhost:8080/mmj-provider/userfaccountFound Hoken=9c5a4960-94e2-4f3c-908c-Ta3 16dadiazad

If you have any questions about the Medical Use of Marijuana Program, please visit www.mass.govimedicalmarijuana or call (833) 869-6820.

Sincerely,

The Medical Use of Marjuana Program
Massachusetts Cannabis Control Commission

The link will contain a time sensitive token (30 minutes). Once the user clicks on the link they
will go to a page where they will be prompted to enter a password for their account (see below).
At this point they will have claimed their account and will be sent to a confirmation page with a
link to return to the login page.

Cannabis Control Commission

y / Medical Use of Marijuana Online System
Create New Password
Instructions:
Use this page to create a password and finish claiming your Medical Use of Marijuana Online account with the username vgd11860.
New Password
New Password: *
Confirm New Password: *
The password must meet the following requirements:
Must be at least 15 characters long.
Contain at least one upper case character.
Contain at least one lower case character.

Contain at least one number.
Contain at least one special character.

Create Password

15




3.3. New Account Creation

New user account creation for medical providers will work similar to how it did before. Instead
of creating a VG account for providers, commission users with the appropriate roles will create a
Medical Use of Marijuana Online System user account. Once this account is created, the medical
provider will be sent an email with a link to create their password.

Activate your Massachusetts Medical Use Of Marijuana Online Account

To: ddorian@jdsoft.com

Date: Friday, October 25, 2019

Anew account has been created for the Massachusetis Medical Use of Marijuana Online System. Your username is provided below.

usermame: drogan

To activate this account and create your password, click on the link below (this link will expire in 3 days). If you have trouble clicking the link, you may also copy and paste it into your browser.
http:#ocalhost:8080/mmj-provider/user/createPassword loken=ab7e5db4-df26-4c41-a786-0afcIca2 1 d44

If you have any questions about the Medical Use of Marijuana Program, please visit www.mass.gov/medicalmarijuana or call (833) 869-6820.

Sincerely,

The Medical Use of Marijuana Program
Massachuseits Cannabis Control Commission

The link will contain a time sensitive token (3 days). Once the user clicks on the link they will go
to a page where they will be prompted to enter a password for their account (see below). At this
point they will have created their account and will be able to enter their information and self
register as they did previously.

Cannabis Control Commission
y/ Medical Use of Marijuana Online System

Create New Password

Instructions:

Create a new password for your Medical Use of Marijuana Online System account.
User Information

New Password: *

Confirm New Password: *

The password must meet the following requirements:
Must be at least 15 characters long.

Contain at least one upper case character.

Contain at least one lower case character.

Contain at |east one number.

Contain at least one special character.

Create Password

If a user does not confirm the email within the token timeout period they will need to contact
the Commission to have a commission user resend the account creation email.

Commission users with the appropriate roles may also enter new medical provider registrations
internally. This will work similar to how it did before, except a user account will be created for
the provider and they will receive an email with a link to create their password as shown above.

C



3.4. Forgot Username / Forgot Password

Medical Providers will be instructed to contact the Commission if they forget their username or
password. Commission users with the appropriate roles will have the ability to reset medical
provider user’s passwords and trigger an email with the medical provider’s username or a link to
reset their password.

3.5. Change Password

Once a user is logged in, they can change their password by clicking the “Change My Password”
link from the “My Account” menu on the top right of the page. The will be required to enter
their existing password and provide their new password. Once their password is changed they
are shown a confirmation page with a link to return to the home page.

C is Control Cc issi My A .
#+ Medical Use of Marijuana Online System DLZET
Logout
Change Password Change My Password
Instructions:
Change your password for your Medical Use of Marjuana Oniine System account.
Password
Old Password: *
New Password: *
Confirm New Password: *
The password must meet the following requirements:
= Must be at least 15 characters long.
+ Contain at least one upper case character.
+ Contain at least one lower case character
= Contain at least one number.
+ Contain at least one special character.
+ Must be different from your last 8 passwords
L]

3.6. Password Policy

The system has the following requirements for a passwords for medical providers
* Must be at least 15 characters long.

* Contain at least one uppercase character.

* Contain at least one lowercase character.

* Contain at least one number.

* Contain at least one special character.

* When changing a password, a user may not use their last 8 passwords.

17




3.7. Password Expiry

Medical provider passwords expire every 45 days from the date the password was created or
changed. When a user’s password is expired, they are forced to reset their password the next
time they login. Commission users with the appropriate roles may also manually force a user to
change their password on next login through the interface.

Cannabis Control Commission
y Medical Use of Marijuana Online System

Change Password

Instructions:
Your password has expired. Please create a new password by filling out the form below.

Password
Old Password: *

New Password: *

Confirm New Password: *

The password must meet the following requirements:
Must be at least 15 characters long.

Contain at least one upper case character.
Contain at least one lower case character.
Contain at least one number.

Contain at least one special character.

Must be different from your last 8 passwords.

Proceed

3.8. Account Locking

After 5 failed login attempts within 15 minutes of each other the user’s account will be locked
for 15 minutes. If the user tries to log in again after this, they will get a message telling them
that their account is locked and they need to wait for 15 mins before trying again. Commission
users with the appropriate roles may also manually unlock a user’s account.

18




3.9. Registration for Physician Assistants

The system now supports registration for physician assistants for both self-registrations as well as
internal registrations by commission users. While registering, medial providers can now choose
“Physicians Assistant” as the type of medical provider they are registering as. When this is selected, they
will have to choose “BORPA” as their professional license type. They will also have to enter the details
for their supervising physician.

Cannabis Control Commission
y / Medical Use of Marijuana Online System

Provider Registration

Instructions:
Please enter the requested information below. All fields marked with an asterisk (*) are required.

Medical Provider

First Name: * John

Middle Name:

Last Name: * Smith

Medical Provider Type: * Physicians Assistant s
Area of Specialty: * Allergy and Immunology s

MCSR Number: * @

Professional License Type: * BORPA ¥
Pr al License 7]
Email: *

doctersmith@jdsoft.com

Supervising Physician
First Name: *

Middle Name:
Last Name: *
MCSR Number: *
EORIM Number: *

Name of Practice:

Address 1: *

Address 2:

City: * Abington ¥
State: Massachusetts

ZIP Code: *

19




4. Changes to the MTC Agents, Lab Agents and Institutional Caregivers

4.1. Introduction
MTC Agents, Lab Agents and Institutional Caregivers have all had similar changes made to them. The

only difference being that MTC Agents will have a separate entry point with a separate URL to access the

application compared to the Partners interface which is going to be used by both Lab Agents and
Institutional Caregivers. For the pages shown below, there will be one version for MTC Agents and

another version for both Lab Agents and Institutional Caregivers. The users will only be able to perform

the actions described below on the correct version of the page.

4.2. Login Page

The first page that the user will see when they access the system is the Login page. Here, they can login

with their username and password to access the system. There are also links for the user to claim an
existing account that was linked to the VG, recover their username and reset their password.

Ci bis Control Cc issi
y Medical Use of Marijuana Online System

Login

Instructions:

Use this page to login to the Medical Use of Marijuana Online System. If you had an account on the Massachusetts Virtual Gateway, you will need to verify your identity and claim your account by clicking on the "Claim Account” button . If you are a principal for
your organization, you will need to request a User account to access the system by calling the Medical Use Of Marijuana Program Support Center at (833) 869-6620.

Username:

Password:

Forgot Password
Forgot Username
Claim Account

4.3. Claiming an Existing Account

Previously, MTC agents, Lab Agents and Institutional Caregivers needed to login to the Massachusetts
Virtual Gateway in order to access the MMJ System. These users will be able to claim their existing
accounts which were linked to the VG and create a new password for their account by clicking the
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“Claim Account” link on their login page. They will be prompted to enter their registration number, last
name, date of birth, and last four digits of their social security number and pass a captcha.

Cannabis Control Commission
y Medical Use of Marijuana Online System

Claim Account
Instructions:
Please fill in the fields below to claim your account. Please enter your registration number and last name exactly as they appear on your registration card. All fields marked with an asterisk (*) are required.

User Information

Registration Number: * @
Last Name: *
Date of Birth: *

‘SSN Last Four Digits: *

™

raCAPTCHA
Privacy -Tems

m Clalm Account

I'm not a robot

If this information matches an agent / institutional caregiver in the system, they will be sent an email to
the email address on the agent record with a link to claim their account.

Claim your Massachusetts Medical Use Of Marijuana Online Account
To: admin@jdsoft.com

Date: Friday, October 25, 2019

Your information has been matched to a record in the Medical Use of Marijuana Online System. Your username is provided below.

username: vgal1160

To claim your account, click on the link below (this link will expire in 30 minutes). If you have trouble clicking the link, you may also copy and paste it into your browser.
htip:/localhost:8080/mmj-rmd/user/accountFound Ptoken=d3b8d012-51e8-4980-b48f-cc5261ed5574

If you have any questions about the Medical Use of Marijuana Program, please visit www.mass.gov/imedicalmarijuana or call (833) 869-6820.

Sincerely,

The Medical Use of Marijuana Program
Massachusetts Cannabis Control Commission
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The link will contain a time sensitive token (30 minutes). Once the user clicks on the link they will go to a

Cannabis Control Commission
y ./ Medical Use of Marijuana Online System

Create New Password

Instructions:

Use this page to create a password and finish claiming your Medical Use of Marijuana Online account with the username vga11160.
New Password

New Password: *

Confirm New Password: *

The password must meet the following requirements:

Must be at least 12 characters long.

Contain at least one upper case character.

Contain at least one lower case character.

Contain at least one number.
Contain at least one special character.

Create Password

page where they will be prompted to enter a password for their account.

If a user does not click the link and create a password within the token timeout period they will
need to re-enter their identifying information again to have another email sent.

Once the user creates a password and clicks on the “Create Password” button, they will be
redirected to a confirmation page with a link to return to the login page where they can login
with their new password.
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4.4. New Account Creation

4.3.1 Principal Account Creation

New user account creation for principals will work similar to how it did before. Instead of
creating a Virtual Gateway account for principals, Commission users with the appropriate roles
will create a Medical Use of Marijuana Online System user account. Commission users can also
make an existing user a principal for a new organization of the same type, (For example, if an
MTC Agent account exists already, it can be granted the role of principal for a different MTC, the
same is true for Lab Agent accounts and Institutional Caregiver accounts.) If a new account is
created, the user will be sent an email with a link to create their password.

Activate your Massachusetts Medical Use Of Marijuana Online Account

To: amatthews@jdsoft.com

Date: Friday, October 25, 2018
A new account has been created for the Massachusetts Medical Use of Marijuana Online System. Your usemame is provided below.
username: amatthews

To activate this account and create your passward, click on the link below (this link will expire in 3 days). If you have trouble clicking the link, you may also copy and paste it into your browser.

http:ilocalhost:8080/mmj-rmd/user/createPassword token=cae65aBi-45f9-40f3-0883-4e253361a501

If you have any questions about the Medical Use of Marijuana Program, please visit www.mass.gov/medicalmarijuana or call (833) 869-6820.

Sincerely,

The Medical Use of Marijuana Program
Massachusetts Cannabis Gontrol Commission

The link will contain a time sensitive token (3 days). Once the user clicks on the link they will go
to a page where they will be prompted to enter a password for their account (see below). At this
point they will have created their account and will be able to enter their information and self
register as they did previously. If an existing user was made a principal for a new organization,
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they will receive an email letting them know, and they will be able to choose their new
organization after logging in.

Cannabis Control Commission
y/ Medical Use of Marijuana Online System

Create New Password

Instructions:

Create a new password for your Medical Use of Marijuana Online System account.
User Information

New Password: *

Confirm Mew Password: *

The password must meet the following requirements:

Must be at least 12 characters long.

Contain at least one upper case character.

Contain at least one lower case character.

Contain at least one number.
Contain at least one special character.

Create Password

If a user does not click the link in the email and create a password within the token timeout
period (3 days) they will need to contact the Commission to have a commission user resend the
account creation email.

Commission users with the appropriate roles may also enter new principal registrations
internally. This will work similar to how it did before, except a user account will be created for
the principal if an account with the same details does not exist. If a registration with the same
identifying details already exists, a new role will be added to the user account. If a new account
is created, they will receive an email with a link to create their password as shown above.

4.3.2 Non - Principal Agent and Institutional Caregiver Account Creation

When a new registration application is approved for an agent or institutional caregiver and
there already exists a registration of the same type with the same identifying information, the
new record will be associated with the existing user account, and the user will receive an email
informing them of this then they can login to their account and select their new organization.

Your account has been added to a new organization

To: amatthews@jdsoft.com

Date: Friday, October 25, 2019

To return to the login page, click on the link below.

http-//localhost:8080/mmj-rmd/login

If you have any questions about the Medical Use of Marjuana Program, please visit www.mass.govimedicalmarijuana or call (833) 869-6820.
Sincerely,

The Medical Use of Marijuana Program
Massachusetts Cannabis Control Commission

Your account has been added to another organization. You can now access the Medical Use of Marijuana Online System for rmd305 as a Sales Agent.
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If a user account of the same type with the same details does not exist, a new user account is
created and an email will be sent to the new user’s email to activate their account and create a
password.

Activate your Massachusetts Medical Use Of Marijuana Online Account

To: amatthews@jdsoft.com

Date: Friday, October 25, 2019

Anew account has been created for the Massachusetts Medical Use of Marijuana Online System. Your userame is provided below.

username: amatthews

To activate this account and create your password, click on the link below (this link will expire in 3 days). If you have trouble clicking the link, you may also copy and paste it into your browser.

http:#localhost:8080/mmj-rmd/usericreatePassword Ptoken=cae65a8f-459-4013-8863-4e253361a501

If you have any questions about the Medical Use of Marijuana Program, please visit www.mass. gov/imedicalmarijuana or call (833) 869-6820.

Sincerely,

The Medical Use of Marijuana Program
Massachusetts Cannabis Control Commission

The link will contain a time sensitive token (3 days). Once the user clicks on the link they will go
to a page where they will be prompted to enter a password for their account. At this point they
will have created their account and will be able to login to their account and access the system.

Cannabis Control Commission
y/ Medical Use of Marijuana Online System

Create New Password

Instructions:

Create a new password for your Medical Use of Marijuana Online System account.
User Information

New Password: *

Confirm New Password: *

The password must meet the following requirements:

Must be at least 12 characters long.

Contain at least one upper case character.

Contain at least one lower case character.

Contain at least one number.
Contain at least one special character.

Create Password

Commission users with the appropriate roles may also enter new registrations internally. This
will work similar to how it did before, except it will create a user account for the principal (if an
account with the same identifying details does not exist), or it will add a new organization and
role to the account if it already exists. If a new account is created, the user will receive an email
with a link to create their password as shown above.
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If a user does not confirm the email and create a password within the token timeout period they
will need to contact the Commission to have a commission user resend the account creation
email.

4.5. Forgot Username

When an agent or institutional caregiver clicks on “Forgot Username” on the login page, they
will need to enter their registration number, last name, date of birth, and last four digits of their
social security number and also pass a captcha.

Cannabis Control Commission
y/ Medical Use of Marijuana Online System

Recover Username

Instructions:

To recover your username, please verify your identity by entering the following information. Please enter your last name and registration number exactly as they appear in your registration card. All fields marked with an asterisk ( *) are required.

User Information
Registration Number: * @

Last Name: *
Date of Birth: *

SSN Last Four Digits: *

™

1eCAPTCHA
Prvacy -Tems

I'm not a robot

If the information matches an agent or institutional caregiver in the system, they are sent an
email with their username.

Your Massachusetts Medical Use Of Marijuana Online Account Username
To: ksmith@jdsoft.com

Date: Friday, October 25, 2019

A username recovery request has been submitted for this email address. Your usemame for the Medical Use Of Marijuana Online System is provided below:
username: ksmith1

To return to the login page, click here.

If you have any guestions about the Medical Use of Marijuana Program, please visit www.mass.gov/imedicalmarijuana or call (833) 869-6820.

Sincerely,

The Medical Use of Marijuana Program
Massachusetts Cannabis Gontrol Gommission
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4.6. Forgot Password

When an agent or institutional caregiver clicks on “Forgot Password” on the login page, they will
need to enter their registration number, last name, date of birth, and last four digits of their
social security number and also pass a captcha.

Cannabis Control Commission
y / Medical Use of Marijuana Online System

Forgot Password
Instructions:
To reset your password, please verify your identity by entering the following information. Please enter your last name and registration number exactly as they appear in your registration card. All fields marked with an asterisk ( *) are required.

User Information
Registration Number: * @

Last Name: *
Date of Birth: *

SSN Last Four Digits: *

I'm not a robot

m

reCAPTCHA
Frivacy -Tems

If the information matches an agent or institutional caregiver in the system, they are sent an
email with a with a link containing a time sensitive token (30 minutes)

Reset your password for your Medical Use Of Marijuana Online Account

To: amatthews@idsoft.com

Date: Friday, October 25, 2019

Arequest to reset your password has been received for your Massachusetts Medical Use of Marijuana Online account. To reset your password, click on the link below (this link will expire in 30 minutes). If you have trouble clicking the link, you may also copy and paste it info your browser.

If you have any questions about the Medical Use of Marijuana Program, please visit wiww.mass govimedicalmarijuana of call (833) 869-6820.

Sincerely,

‘The Medical Use of Marjuana Program
Massachusetts Cannabis Control Commission

On clicking the link, they are taken to a page where they can set a new password.
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Cannabis Control Commission
y Medical Use of Marijuana Online System

Create New Password

Instructions:
Create a new password for your Medical Use of Marijuana Online System account.

New Password
New Password: *

Confirm New Password: *

The password must meet the following requirements:
= Must be at least 12 characters long.

= Contain at least one upper case character.

= Contain at least one lower case character.

= Contain at least one number.

= Contain at least one special character.

= Must be different from your last 8 passwords.

On setting a new password and clicking the “Proceed” button, they are taken to a confirmation
page with a link to return to the login page.

4.7. Change Password

Once a user is logged in, they can change their password by clicking the “Change My Password”
link from the “My Account” menu on the top right of the page. The will be required to enter
their existing password and provide their new password. Once their password is changed they
are shown a confirmation page with a link to return to the home page.

C is Control C issi
y/ Medical Use of Marijuana Online System

Ghange My Password

Logout
Change Password
Instructions:
Ghange your password for your Medical Use of Marijuana Online System account.

Password
Old Password: *

New Password: *

Confirm New Password: *

The password must meet the following requirements:
+ Must be at least 12 characters long

+ Contain at least one upper case character.

+ Contain at least one lower case character.

= Contain at least one number.

+ Contaln at least one special character.

+ Must be different from your last 8 passwards.

28



4.8. Password Policy
The system has the following requirements for passwords for MTC Agents, Lab Agents and
Institutional Caregivers.

* Must be at least 12 characters long.

* Contain at least one uppercase character.
* Contain at least one lowercase character.
* Contain at least one number.

* Contain at least one special character.

* When changing a password, a user may not use their last 8 passwords.

4.9. Password Expiry

For MTC Agents, Lab Agents and Institutional Caregivers, passwords expire every 90 days from
the date the password was created or changed. When a user’s password is expired, they are
forced to reset their password the next time they login. Commission users with the appropriate
roles may also manually force a user to change their password on next login through the
interface.

Cannabis Control Commission
y ./ Medical Use of Marijuana Online System

Change Password

Instructions:
Your password has expired. Please create a new password by filling out the form below.

Password

Old Password: *
New Password: *

Confirm New Password: *

The password must meet the following requirements:
= Must be at least 12 characters long.

= Contain at least one upper case character.
Contain at least one lower case character.

Contain at least one number.

Contain at least one special character.

Must be different from your last 8 passwords.

Proceed
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4.10. Account Locking

After 5 failed login attempts within 15 minutes of each other the user’s account will be locked
for 15 minutes. If the user tries to log in again after this, they will get a message telling them
that their account is locked and they need to wait for 15 mins before trying again. Commission
users with the appropriate roles may also manually unlock a user’s account.

30



